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What is the JPIA?

A partnership

of California water
agencies dedicated to
avoiding the high cost
of commercial
insurance.
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Cyber Liability Insurance

JPIA Historical Premiums
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Water Cybersecurity Headlines
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Former Contractor Employee Charged for Hacking OfﬁC'als

California Water Treatment Facility

Florida Hack Exposes Danger to Water Systems
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What Cyber Threats Drive

the Biggest Losses?

@ Ransomware
@ Phishing attacks

@ Business email
compromise

© Malware

@ other

50% 17% 15% 10% 8%

Intelligent Insurer: Cyber Insurance Survey 2023
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What Risk Mitigation Efforts Are Most

Important For Increasing Cyber Resilience?

@ Basic security hygiene
@ Employee education

© Incident response plans
@ Vulnerability scans

©® other

Intelligent Insurer: Cyber Insurance Survey 2023
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Cyber Liability Insurance

* Whatisit?
* Why is it important?

 What does the JPIA insurance get me?

JPIA



Risk Management Resources

JPIA
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Risk Management Resources
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Human error. Conquered. \

JPIA
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2024 and Beyond...

* Cyber Insurance Market

 Expanded Regulatory Landscape

 Al-Related Breaches

JPIA
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